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Compliance Specifications

FCC&IC
Compliance

UL 294
Compliance
Notice

Other UL
Compliance

CE & RCM
Compliance

RoHS

WEEE

This device complies with Part 15, Class A of the FCC rules. Operation is subject to the following two
conditions: (1) this device may not cause harmful interference, and (2) this device must accept any
interference received including interference that may cause undesired operation. This class A digital
apparatus meets all requirements of the Canadian Interference Causing Equipment Regulations.

« UL Standard for access control system units.

+ The IP Link is UL 294 listed for supplementary use with EntraPass, KT-300 Controllers, ioProx
Proximity readers, and T.Rex request to exit devices.

» Each IP Link enclosure will be installed in a secured and protected location.

» Each IP Link will be equipped with an AC powered LED installed outside the IP Link and connected
to an inboard relay, and visible at all time to monitor relay status, as per UL 294, section 32.1.5.

* The KT-IP-PCB has been evaluated by UL for use with the original enclosure and the optional KT-IP-
CAB enclosure.

Table 1: UL 294 Performance Levels

KT-IP | | \Y |
KT-IP-PCB | | \Y |
KT-IP-CAB | N/A N/A N/A

In order to comply with UL listings, the following has to be respected:
* Use of a UL listed 60950 computer

* Use only UL listed or recognized cables

* Use only UL listed or recognized adaptors

EN55022: Information technology equipment, radio disturbance characteristics.

EN55024: Information technology equipment, immunity characteristics.

EN50133-1: Alarm systems - Access control systems for use in security applications: system
requirements.

EN61000-6-1: Electromagnetic Compatibility (EMC) - Generic Standards - Immunity for residential,
commercial and light-industrial environments.

EN61000-6-2: Electromagnetic Compatibility (EMC) - Generic Standards - Immunity for industrial
environments.

The RoHS Directive stands for "the restriction of the use of certain hazardous substances in electrical
and electronic equipment". This Directive bans the placing on the EU market of new electrical and
electronic equipment containing more than agreed levels of lead, cadmium, mercury, hexavalent
chromium, polybrominated biphenyl (PBB) and polybrominated diphenyl ether (PBDE) flame
retardants.

This Directive is for Waste Electrical and Electronic Equipment and addresses the disposal and the
environmental handling of these products.
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Table 3: Network status LEDs

Speed remains OFF in a 10BaseT network, remains ON in a 100BaseT network.

Activity | blinks to show network activity, and
steady when there is intense network activity.

Link turns ON when the network is present, turns OFF when there is no network.

Configurations Options

The IP Link can be configured through 3 different options:

*  With EntraPass, when the IP Link is within the same local area network (LAN)

+  With the KT-Finder application locally through the LAN or remotely through the Internet or wide area

network (WAN).

+ With a web browser like Internet Explorer locally only (LAN)

Specifications

Table 4: Environmental and Electrical Specifications

Description

Specifications

Operating Temperature

0°C to 49°C (32°F to 122°F)

Humidity Level

0 to 85% non-condensing, indoor use only

DC Power Input

12vDC

Input current

175 mA

Table 5: IP Link Specifications

Description Specifications
Dimensions 26.7x9.5x3.12cm (10.5x 3.72x 1.23 in)
Weight 0.6 kg (1.3 Ibs)

PCB dimensions

8.30 x 13.30 cm (3.25 x 5.25 in)

Communication Ports

RJ-45 Ethernet 10/100Base-T and RS-232

Communication Speed

Up to 115200 Baud for serial communication

Flash ROM

2MB

RAM

8 MB

Table 6: Characteristics with EntraPass

Description Specifications
Maximum number of controllers per IP Link 32
Maximum number of sites per Gateway in EntraPass 512
Corporate Edition and Global Edition with Corporate Gateway
Maximum number of controllers in EntraPass Special Edition 64
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IP Link Installation Manual

configure the IP Link. The other 2 methods, the KT-Finder and the Web Configuration Page, can be
used when the PC has no EntraPass application running.

EntraPass
Workstation

EntraPass
Corporate Gateway

Router

IP Link

WAN Configurations

When sites are distant from each other and protected by the router’s firewall, the public IP address
must be used for communication between EntraPass and the remote IP Link. The Network
Administrator must provide you the Public IP addresses (local and remote). The public IP address is
provided by the local Internet Service Provider (ISP) which controls the IP address.

Note: Kantech recommends the use of a Static or Reserved DHCP IP address for the remote IP Link
and the Gateway since the routers must be configured for port forwarding.

There are two WAN configurations for the IP Link:
Static IP Addressing

You will use this type of addressing in an environment where the Network Administrator will determine
the IP address for communication between EntraPass and the IP Link. Since the EntraPass application
is at the host site, you must use the KT-Finder to configure the IP Link.

EntraPass Special Edition /
Corporate Gateway

WAN / Internet

IP Link with

-q_\_/__’, Static IP address

Router with Router with
public IP address public IP address

DN1670-1808 9



Reserved DHCP IP Addressing

You will use this type of addressing in an environment where the customer DHCP server assigns the IP
address automatically to the IP Link. Since the EntraPass application is at the host site, you must use
the KT-Finder to configure the IP Link.

EntraPass Special Edition /
Corporate Gateway

WAN / Internet IP Link with
Reserved DHCP

U IP address

Router with Router with
public IP address public IP address

Pre-Installation

Network
Configuration

Equipment
Checklist

ESD
Precautions

It is important at this stage, if you have not already done so, to contact the Network Administrator
where the IP Link will be installed so that you can complete the Network Configuration Information
Sheet. We suggest that you always have the Network Configuration Information Sheet close by, and
keep a copy with your IP Link.

Confirm that all parts are in order, all necessary tools are available, and that the site is properly
prepared.

If you are connecting your IP Link to EntraPass, you must make sure that you are running EntraPass
v4.00 or higher.

*  Network Configuration Information Sheet is fully completed

« |IPLink

*  RS-232 cabling

* Installation Manual

* VC-485 (recommended)

* Network cable

» Network crossover cable for direct connection from PC to IP Link

ElectroStatic Discharge (ESD) can damage electrostatic sensitive devices. Use antistatic protection to
avoid the risk of equipment damage.

10
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For a Reserved DHCP IP address, click Obtain an IP address automatically.
Example when obtaining an IP address automatically

ol

&=

BE 0o

English
Gatevay I@Ul - (1) Corporate Gateway ;I IS'tE 1
site [@site 1 | | French
[gite 1
General 1P Device IP Configuration \ IP Device Automated Connection ][ IP Device Parameters ]
MAC address |pa-50-Fa-00-00-00
¥ Online EntraPass Special Edition { Corporate Gateway
= Obtain an IP address automatically &+ 1P address pooo
€ Use the Following IF address — (- Domair name i I—
1P sy Fose [ —
Subriet fask oo
Gateway (Rauter) oo
DS server address IW
Protocol L] -
Port IR
] clase | X cancel | P Help |

11. Enter the IP address or the Domain name of the EntraPass Special Edition / Corporate Gateway.
12.Select a Protocol (UDP or TCP) from the dropdown list.
13.Enter a port number.

* For TCP: No port required.

* For UDP: Enter the Port number used by the IP Link (port 18810 by default). If more than one IP

Link resides at the same IP address (WAN/Internet applications) then it will require the use of a
unique port number per IP Link. See Procedure 8 on page 18.

14.Click on the IP Device Automated Connection tab.
15.Make sure the Broadcast configuration option is checked for LAN configuration.

Note: Leave the option Enable KT-Finder diagnostic for IP device checked, to be able to view
and troubleshoot the IP Device configuration with the KT-Finder.

2l -10]x|
T R
cEm a9 Swe BNMEID
English
Gateway [@u1 - corporate Gateway =] | e sie
Site I@ Main Site: j French
IMa\n Site:
General " IP Device IP Configuration | IP Device Automated Connection IP Device Parameters ]
[ Broadcast configuration
@ Private IP address (LAM)
 Public IP address (LAM{WAR) ID .0.0.0
 Domain narmne (LANJWAN) Test DRSS | I
¥ Enable KT-Finder diagnostic for IP device
IL Close | x Cancel | ? Help |

Note: To configure the system using a public IP address (LAN/WAN), please refer to Configuring the

IP Link at the Remote Site on page 19 for more details.

16
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16.Click on the IP Device Parameters tab.

(e
= | — A | RS
clm|u]o]a] =[w]x] 8] 8|7 A 0]
English
Gateway |@Dl - Corporate Gateway j ISitE !
Site I@ Site 1 ;I French
[site 1
General | 1P Davics 1P Canfiguration | 1P Device Altamated Connection | IF Device Parameters I
Encryption key |vELedu"b\f‘ MeaGsE"
Controller's loop baud rate IIISEDD j
Dela
Heattbeat frequency (mm:ss) 01:00
Fail to report after (mmiss) 03:00
Fail-soft delay on gateway communication Failure {mm:ss) 01:00
Retry count & 5-
Maximum wait on send command {s.cc) 5.00
j-'|_ Close | K cancel | ? Help

17 .Verify the Encryption key. A random key is generated automatically.
18.Select the Controller’s loop baud rate.

Note: The maximum baud rate for the KT-200 controller is 19200.

19.The settings in the Delays section refer to the communication with the Gateway. In order to display
the connection status of the IP Link with EntraPass and to avoid large amount of traffic, the IP Link
sends a heartbeat to EntraPass at a pre-configured interval (60 seconds for example). If EntraPass
is not answering after this amount of time, the IP Link will retry several times and then stop the polling
if no answer is received.

Heartbeat frequency (mm:ss): The time range value is from 0:15 to 10:00. This is the heartbeat
frequency from the IP Link to the Gateway.

Fail to report after (mm:ss): The time range value is from 3:00 to 59:59. This is the time that the
Gateway will wait before declaring IP Link communication failed.

08/01/2008 4:12:37 PM [P Link communication failled |P Link

| | | | Date and Time Event meszage Dretailz ~
Ui 0870172008 4:12:37 PM  IP Link communication failed IP Link
08/01/2008 4:12:37 PM  Loop communication failure IP Link

08/01/2008 4:12:37 PM  Controller communication failed 32 - IP Link
08/01/2008 4:12:37 PM  Controller communication failed 31 - IP Link
08/01/2008 4:12:37 PM  Controller communication failed 30 - IP Link

Fail-soft delay on gateway communication failure (mm:ss): The maximum time range value will
follow the selection from the Heartbeat Frequency. This is the time that the IP Link will take to
verify if there is a communication failure with the Gateway before it operates in stand-alone
mode.

Retry count: The range value is 1 to 15. This is the number of times that the IP Link will retry to
confirm communication failure with the Gateway.

Maximum wait on send command (s:cc): The time range value is from 1:00 to 9:99. This is the
maximum time allowed for the IP Link to acknowledge a command sent from the EntraPass
workstation.

20.Click on the floppy icon to save. Click on Close.
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2. Ports used at the remote site (IP Link): Forward port 18810 to the IP address of the IP Link.

Table 12: IP Link Ports

Purpose Port

Broadcast and KT-Finder 18803

Communication with the Gateway 18810 (Note 1)

Web Configuration Page 80 (Note 2)

Note 1: If you are using more than one IP Link at the same remote site, it is necessary to use a
unique port number for each IP Link. This information is used in Procedure 6, Step

Note 2: This port is used to configure the IP Link with a Web Browser and should not be forwarded.
This will restrict its use to the LAN only.

TCP:

1.

Ports used at the Corporate Gateway location:

Table 13: Gateway Ports

Purpose Port
Firmware upgrade 18802
Communication with IP Link 18802

Configuring the IP Link at the Remote Site

The KT-Finder is an application used to configure the IP Link over the local area network (LAN) or the
wide area network (WAN).

Important: The KT-Finder application is on the EntraPass CD-ROM and is also available as a

free download from www.kantech.com. It doesn’t require any installation.

Quit all EntraPass applications.

Make sure there is a DHCP server on site and the IP Link is in Factory Default (DHCP) mode. See
Table 2 on page 5.

Start the KT-Finder.

Note: If you try to run the KT-Finder while running EntraPass, you will get an error message similar
to this.

8 Fleaze quit EntraPazs before running the KT -Finder
ar
Uze another computer to perform the task.

o 0K

4. Select IP Link from the Device menu.

DN1670-1808 19
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5. Enter the MAC address of the IP Link then click on Connect.

88 T-Finder Wizard e

Select language  About
KANTECH ey

This utility will assist you in the configuration steps involved to operate your Kantech
device

To locate your Kantech device on the network, enter the MAC address then press
Connect. You can provide an optional Public IP address when your device is located
behind a router

Device | IP Link ||

MAC address 00-50-Fg-50-08-23 Connect

Public IP address

6. When the IP Link is found, the configuration page will display.

(88 KT-Finder Wizard s

Select language  About
KANTECH hREL

IP Link

Boot loader and firmware version 1.00.01 10208

MAC address 00-50-F9-50-08-23

EntraPass Gateway

(%) EntraPass IP address 10.38.193.91
() Domain name

Domain name resolution

Ethernet configuration

() Obtain an IP address automatically

IP address 10.33 .193.64

Subnet Mask 255.255.252.0
Gateway (Router) 10 .38 .195.254

DINS server address 10.38.191.245
Protocol |uoP [+
Port 18310

[ " OK 1 [ X cancel ]

7. Verify your Network Configuration Information Sheet:
« Enter the EntraPass IP address or the Domain name of the EntraPass Special Edition /
Corporate Gateway. This information must be the same as entered in Procedure 6 Step 11.
+ Select Obtain an IP address automatically or Use the following IP address but it must be the
same as entered in Procedure 6 Step 10.

DN1670-1808






Configuring the IP Link with the Web Configuration Page

This procedure is practical if you want to configure the IP Link(s) in advance before going on site.

Note: The Web Configuration Page is available only while the IP Link is in Forced Static IP.

Before you start * The detachable Network Configuration Information Sheet is fully completed.

Determine your connection to the IP Link and choose the appropriate network cable that you need.
See below for an example with each type of network cable.

IP Link

IP Link

Switch

T I

D4

network cables

network crossover cable

1. Make sure the IP Link is in Forced Static IP before starting the configuration. Verify the heartbeat

patterns to determine the status, see Table 2 on page 5 and Table 14 on page 27 to put the IP Link
in Forced Static IP.

2. At your computer, change your network connection settings as follows.

-L- Local Area Connection Properties i X Internet Protocol (TCP/IP) Properties @[Z|

Gereral | Authentication | Advanced | 53"9'5"‘

Connect using: You can get |P settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator for
‘ B8 Inteli) PRO/1000 MT Netwerk Con ‘ the appropriate P settings.

This connection uses the following items:

irran IP address automatically

(%) Use the following IP address:
IP address: [1s2 188 1 . 3]
0

(= = Intemet Protocol [TEF‘.:'IF‘]

Subnet mask: [(255.255. 255.

Default gatewa:

[ Install... ] [ Uninstall ] [ Properties ]

Description 1ALIEE

Allows your computer to access resources on a Microsoft (%) Use the following DNS server addresses:

network. —

Preferred DNS server: ; : p -‘
R Altemate DNS ; [ L
[ Show icon in natification area when connected Sl bl
Notify me when this connection hag limited or no connectivity
[ ok [ cance | [ ok [ cence |

22 DN1670-1808
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3. Start your web browser and enter the following IP: 192.168.1.2 and press Enter.

File  Edit i g Tools  Help

a IP Link Web Configuration - Micresoft Internet Explorer

aceress | hiprfji92.168.1.2) )

‘ KANTECH

TP Link Weh Configuration

EntraPass Gateway

EnfraPass - IP Address ] =0 o g0
EntraPass - Domain name

Domazin name resolution

Ethernet Configuration

MAC Address 00-50-R-£7-02-d4

DHCP Enabla v |

LocallP Address 10 @38 [1e3 Bhze
Subnet Mask 255 Ri2s5 [z [0
Router address 10 .38 165 264
DNS Address 10 .38 .19 245
Protocol UDP &

Port 18810

Save configuration to IP Link ‘

[ tyco

Home | About Tyeo | Contact Us

& Tyeo Intemational. A1l Rights Recerved ]

4 Internet

4. Enter the IP addresses as per the Network Configuration Information Sheet but do not click on the
Save configuration to IP Link button yet.

5. Remove the wire between PGM2 and IN2 on the IP Link.
6. Click on the Save configuration to IP Link button.

Firmiare: 1.03.03

IP Link Weh Configuration

The configuration was successfully saved. The IP Link will now reboot

Click here fo return

| tyco

Home| About Tyco| Contact Us

Copyright 2007 Tyce Safety Products, Canada, LTD.)

7. When you will go to the site with the configured IP Link, you will have to enter the same details into

the EntraPass workstation.

DN1670-1808
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Upgrading the IP Link Firmware

Warning:  You will loose communication with all your controllers for up to 5 minutes during
this upgrade. This must be planned accordingly.

1. Verify the communication status between the IP Link and the Gateway. From the EntraPass
workstation Operation menu, select Site.

LER

Gateway List |D1 -[1] Corporate Gateway j

Site list ]

ELRe

Site description S 1 Update | Communication status
ﬁ' Site 1 i} Mo IP Link, communication OF.

2. Select the Gateway from the Gateway List.
Note: For the EntraPass Special Edition application, there is no Gateway List selection.
The Communication status must read as follows: IP Link communication OK.

3. Confirm the firmware version before proceeding. Right click on the site name to view the contextual
menu.

I site BE X,

Gateway List |D1 -[1] Corporate Gateway j

Site list ]

ELRe

Site description S 1 Update | Communication status
&% Site 1 0 Mo IF s
Reload Kantech IP Link module firmware
Broadcast IP Link

Controller not assigned

Full status
Edit
'_v_ Show information
|| v Toolbar
1.0 Help
4. Select Full status to view the firmware version.

IP Link communication OF
Site communication OF,
Wersion : 1.01.03

e-Boot version : 1.00.00

i'L Cloze | @ Refresh ‘

5. Click Close.

24 DN1670-1808



IP Link Installation Manual

6. From the Options menu, select System Parameters.

& System parameters x
1PLik |

Firmweare Current description I
- ? Help |

Mews [P Link firmware
| E

Mew description

¥ Enable TFTF IP Link updater

7. From the Firmware section, click on the IP Link tab.

8. Make sure the Enable TFTP IP Link updater option is checked.
9. Click on the 3 dots to locate the firmware file.

10.Select the firmware file and click OK.

11. Click OK to close the System Parameters dialog.

12.From the Operation menu, select Site.

13.Select the Gateway from the Gateway List.

Note: For the EntraPass Special Edition application, there is no Gateway List selection.

14.Click on the site that corresponds to the IP Link to highlight it.
15.Click on the reload firmware button.

ok

Gateway List 01 - Corporate Gateway __v__J

Do you want to proceed?
| P

o Ves | 0 Mo ]

17.Click Yes.
18.The IP Link will reset and restart with the new firmware.

Warning: That process could take up to 5 minutes.

The communication status in the Operation > Site will say IP Link Communication Failed then back
to IP Link Communication OK.

DN1670-1808 25



19.Right click on the site name to view the contextual menu.

I site [;] |
Gateway List ID‘I -[1] Corporate Gateway _V_I
Sitelst |
ElEe |

Site description i S 1 Update i Communication status
" Stel ol — :
Reload Kantech IP Link module firmware
Broadcast IP Link
Controller not assigned
Full status
Edit
[v show infarmation
||w Toolbar
|
| Hel 3
0| o 2

20.Select Full status to view the new firmware version.

1P Link, o

Site comi
Wersion : 1.02.07
e-Boot version : 1.00.01

j-'L Cloze ‘ @ Refresh ‘

21.Two very important status messages must be listed as well:

* IP Link communication OK for IP Link communication status with the Gateway.

22.Click Close.

Site communication OK for controllers communication, through the IP Link, with the Gateway.

26
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How to Reset the IP Link

For maintenance or configuration purposes, the IP Link can be reset. Two types of resets can be
performed: Factory Default (DHCP) and Forced Static IP.

Table 14: Reset options

Resets

Instructions

Factory Default
(DHCP)

WARNING: This reset will clear all IP Link configuration including the
IP address.

1. Disconnect DC power.

2. Connect a wire between the PGM1 and IN1 pins.
There should be no wire between PGM2 and IN2.

3. Connect power.

4. Wait 60 secs. The Heartbeat Patterns or STAT LED should be
steady red, then blink very quickly.

5. Remove the wire between PGM1 and IN1.

6. See Table 2 on page 5 for the heartbeat patterns:
1 long flash per sec.

7. The IP Link will now be in DHCP mode and will attempt to obtain
an IP address automatically from the DHCP server.

Forced Static IP
(192.168.1.2)
Factory Default

and

WARNING: This reset will clear all IP Link configuration and
temporarily assign 192.168.1.2 as an IP address so that the IP Link
may be configured using a Web Browser or the KT-Finder.

1. Disconnect DC power.

Connect a wire between the PGM1 and IN1 pins.
Connect a wire between the PGM2 and IN2 pins.
Connect DC power.

Wait 60 secs. The Heartbeat Patterns or STAT LED should be

steady red, then blink very quickly.

Remove only the wire between PGM1 and IN1.

7. See Table 2 on page 5 for the heartbeat patterns:

3 flashes in 3 secs and OFF for 1 sec.

8. The IP Link will now be accessible at |IP address 192.168.1.2.
Connect to the IP Link using either the KT-Finder or the Web
Configuration Page.

9. Remove the wire between PGM2 and IN2.

10.After doing the configuration, save and wait at least 1 minute to let

the IP Link restart.

ok~ wbd

o

Figure 4: Terminal positions for resets

%)% % %% |%) %) %) %) %)% % % %] %) %)) |%

+12¥ GHD TX HR¥ GHD RED BLE YEL GRN PGM1PGM2IN1 GND IM2 IN3 GMD IM4 EARTH
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